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Who	  am	  I?	  
Beth	  Tucker	  Long	  	  	  (@e3betht)	  

•  PHP	  Developer	  at	  	  
Code	  Climate	  
•  Stay-‐at-‐home	  mom	  
•  User	  group	  leader	  
•  Mentor	  
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Audience	  ParIcipaIon?	  

•  Completely	  fine.	  Ask	  me	  quesIons	  any	  Ime.	  
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CMS	  Made	  Simple	  

hMp://www.cmsmadesimple.org	  
	  
•  Open	  Source	  
•  Scalable	  
•  Easy	  
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Download	  and	  Unpack	  

	   [beth]$	  wget	  http://s3.amazonaws.com/cmsms/downloads/12359/
cmsmadesimple-‐1.11.12-‐english.tar.gz	  
[beth]$	  tar	  -‐zxvf	  cmsmadesimple-‐1.11.12-‐english.tar.gz	  
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#	  .htaccess	  file	  with	  PHP	  running	  as	  an	  Apache	  module	  
<IfModule	  mod_php5.c>	  
	  
	  	  php_flag	  file_get_contents	  On	  
	  
</IfModule>	  

#	  php.ini	  file	  
	  
upload_max_filesize	  =	  10M	  
post_max_size	  =	  10M	  

#	  .htaccess	  file	  
	  
php_value	  upload_max_filesize	  "20M"	  
php_value	  max_execution_time	  "60"	  
php_flag	  file_get_contents	  On	  
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	   User	  

grp49284	  

/dir/webroot/cmsms/tmp/cache	  
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	  	  hMp://www.domain.com/dir	  

/dir/webroot/dir	  
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[beth]$	  rm	  –r	  install/	  
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Securing	  
CMS	  Made	  
Simple	  
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Change	  the	  Admin	  URL	  

	  
	  
[beth]$	  mv	  admin	  newAdminName39394	  	  
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Change	  the	  Admin	  URL	  

	   <?php	  
#	  CMS	  Made	  Simple	  Configuration	  File	  
#	  Documentation:	  /doc/CMSMS_config_reference.pdf	  
#	  
$config['dbms']	  =	  'mysqli';	  
$config['db_hostname']	  =	  'hostname';	  
$config['db_username']	  =	  'db_username';	  
$config['db_password']	  =	  'db_password';	  
$config['db_name']	  =	  'cmsms_talk';	  
$config['db_prefix']	  =	  'cmsmsTalk_';	  
$config['timezone']	  =	  'America/New_York';	  
	  
#	  Add	  this	  line:	  
$config['admin_dir']	  =	  "newAdminName39394";	  
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htaccess	  changes	  

	   #	  This	  is	  important,	  so	  uncomment	  if	  your	  host	  permit	  
Options	  –Indexes	  
ServerSignature	  Off	  
php_value	  session.cookie_httponly	  true	  

[beth]$	  cp	  htaccess.txt	  ../.htaccess	  
	  
[beth]$	  ls	  
config.php	  index.php	  
	  
[beth]$	  ls	  –la	  
-‐rw-‐rw-‐r-‐-‐	  	  1	  user	  group	  	  	  	  	  107	  Feb	  	  5	  06:17	  .htaccess	  
-‐rw-‐r-‐-‐r-‐-‐	  	  1	  user	  group	  	  	  13459	  Nov	  14	  11:15	  config.php	  
-‐rw-‐r-‐-‐r-‐-‐	  	  1	  user	  group	  	  	  13459	  Nov	  14	  11:15	  index.php	  



@e3betht

	  
	  



@e3betht

	  
	  

Other	  Security	  Measures	  

-‐ hMp://docs.cmsmadesimple.org/general-‐
informaIon/securing-‐cmsms	  	  

-‐ Login	  failure	  noIficaIons	  
-‐ Banning	  IP	  addresses	  
-‐ Forcing	  all	  pages	  to	  use	  SSL	  
-‐ Security	  Module	  suggesIons	  
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PreMy	  
URLs	  
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htaccess	  Changes	  

	   [beth]$	  cp	  htaccess.txt	  ../.htaccess	  
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config.php	  Changes	  

	   #	  Add	  to	  config.php	  file	  
$config['url_rewriting']	  =	  'mod_rewrite';	  

#	  Optional	  
$config['page_extension']	  =	  '.html';	  
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htaccess	  Changes	  

	   #	  Make	  sure	  these	  lines	  are	  uncommented:	  
	  
#	  Rewrites	  urls	  in	  the	  form	  of	  /parent/child/	  
#	  but	  only	  rewrites	  if	  the	  requested	  URL	  is	  not	  a	  file	  or	  directory	  
#	  
RewriteCond	  %{REQUEST_FILENAME}	  !-‐f	  
RewriteCond	  %{REQUEST_FILENAME}	  !-‐d	  
RewriteRule	  ^(.+)$	  index.php?page=$1	  [QSA]	  
</IfModule>	  



@e3betht

	  
	  

Template	  AddiIon	  

<head>	  
	  	  	  {metadata}	  
</head>	  
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	   Templates	  
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Template	  Tags	  

-‐ {sitename}	  
-‐ {metadata}	  
-‐ {cms_stylesheet}	  
-‐ {menu}	  
-‐ {Itle}	  
-‐ {content}	  
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And	  your	  
site	  is	  
ready!	  
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Resources	  
•  CMS	  Made	  Simple:	  hMp://www.cmsmadesimple.org/	  
•  Securing	  CMS	  Made	  Simple:	  

hMp://docs.cmsmadesimple.org/general-‐informaIon/securing-‐cmsms	  	  
•  CMS	  Made	  Simple	  Forge	  (modules):	  

hMp://dev.cmsmadesimple.org/project/list/module	  	  
•  CMS	  Made	  Simple	  Themes:	  hMp://themes.cmsmadesimple.org/	  
•  W3C	  Media	  Query	  Syntax:	  

hMp://www.w3.org/TR/css3-‐mediaqueries/#syntax	  	  
•  Core	  CMS	  Made	  Simple	  Tags:	  hMp://docs.cmsmadesimple.org/tags/core	  
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Find	  Me	  

•  TwiMer:	  e3betht	  
	  

•  Madison	  PHP	  User	  Group	  (Meetup)	  	  
hMp://www.madisonphp.com	  	  
	  

•  Slides	  Available	  on:	  
hMp://www.TreelineDesign.com/slides	  	  
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Feedback	  

hMps://joind.in/13434	  	  	  
	  

E-‐mail:	  
Beth@CodeClimate.com	  	  


